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1 Maria has been issued a USDA laptop. She should do all of the following to ensure that she complies with USDA
policy except:

A O Ensure wireless security features comply with USDA policy.

B O Have someone watch her laptop at all times when traveling.

C O Be careful of information visible on her laptop screen.

D O Protect her user logon information.

2 Which of the following vulnerabilities is most likely to be exploited by an external threat to the infrastructure?

A O Floods

B O Insufficient cooling

C O Software flaws

D O Disgruntled employees

3 Natural threats to information systems include all of the following except:

A O Hackers

B O Insufficient cooling

C O Poor wiring

D O Fire

4 All of the following are examples of our nation's critical infrastructure except:

A O Water

B O Banking and finance

C O Transportation and border security

D O Colleges and universities
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5 What is not PII?

A O Information about or associated with an individual

B O Job title

C O Office phone numbers

D O Gender

6 Morgan installed new software and forgot to turn her anti-virus software back on. As a result she received a virus.
How much time will pass before the virus appears? Select the best answer.

A O The virus may take months to appear.

B O The virus will appear immediately.

C O The virus will take 30 days to appear.

D O The virus will take a few days to appear.

7 This high-tech scam that uses E-mail or web sites to deceive you into disclosing your credit card numbers, bank
account information, Social Security Number, passwords, or other sensitive information is known as:

A O Spyware

B O A virus

C O Social engineering

D O Phishing

8 Which of the following are an example of a security incident?

A O Attempts to send electronic junk mail in the form of commercial announcements.

B O Attempts by unidentified or unauthorized people to obtain sensitive personal or business information.

C O Loss of a government laptop containing personnel information.

D O All of the above

9 Darren wants to make sure that he protects his identity. He should do all of the following except:

A O Carry his social security card in his wallet.

B O Ask how information will be used before giving it out.

C O Pay attention to his credit and bank statements.

D O Shred unwanted documents that contain his identifying information.
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10 Agnes wants to make sure that she knows which steps to take to avoid spillage. You advise Agnes to do all of the
following except:

A O Ensure all file names and subject headers identify the sensitivity of the information.

B O Check all E-mails for possible classified information.

C O Properly mark and store all removable media.

D O Store classified data on her PDA when traveling.

11 All of the following are principles essential to a secure information systems except:

A O Authenticity

B O Confidentiality

C O Availability

D O Integrity

12 Thomas visits a web site that unbeknownst to him has transmitted malicious code to his computer. This malicious
code can do all of the following to his computer except:

A O Corrupt files.

B O Cause his computer to catch fire.

C O Enable others to gain access to his computer.

D O Erase his hard drive.
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